MIHpopMaLOHHaA
0e30nacHoOCTb

MeTtoabl 3awuUThbI




" A
WH opMaLmMoHHOM 6e30NacHOCTbLIO Ha3bIBAOT KOMMIEKC OPraHM3aLMOHHbIX, TEXHUYECKUX U

TEXHOJIOTNMYECKUX Mep no 3awute VIH(bOpMaLI,VII/I OT HEaBTOPU3OBaAHHOIO AOCTYNa, pa3pyLleHud,

mMoandmKaLUM, PacKpbITUS U 3aepXKek B AOCTYre.

NHdbopMaLmoHHas 6e30nacHOCTb AaeT rapaHTuio TOro, YTO AOCTUralTCS crieayolme Lenu;

B KOH¢hudeHuuarbHOCMb HopMaLun (CBOMCTBO MHPOPMALIMOHHLIX PECYPCOB, B TOM
yucrie MHgopmauuKn, CBA3aHHOE C TEM, YTO OHM HE CTaHYT OAOCTYMNHbIMM U HE ByayT

PACKPbITbI ANt HEYNONTHOMOYEHHbIX JnL);

B yesioCmHoCcm»b MHCbOpMaLI,I/II/I N CBA3AHHbLIX C HEWN npoueccoB (HeI/I3MeHHOCTb

MHOpMaLMK B NpoLecce ee nepenayvm um xpaHeHus);

m  docmynHOcmMb WHOOPMaLIMM, KOraa OHa Hy>KHa (CBOMCTBO MHAOPMAaLMOHHBIX PeCcypCcoB,
B TOM yucre nHdopmauun, onpegensaowee BO3MOXHOCTb UX MOSyYEHUS U

MCcnoJsib3oBaHUA Mo Tpe6OBaHI/IPO YNOJIHOMOYEHHbIX .I'II/ILI,);

B y4Yem BCeX MPOoLEeCCOoB, CBA3AHHbIX C UHpOopMaLEN.



ObecneyeHne 6e3onacHOCTU
UHch opmMaunm cknagbiBaeTcs
N3 TPEX COCTaBNSAOLNX:

m  KoHdwmaeHumansHOCTH,
m LlenocTtHoCTW,
m JlocTynHoOCTW.

To4ykamun npunoxeHus

npouecca 3aLunThbl
NHpopmauum

K MHdbOpMaLMOHHON
CUCTeMe ABNSAITCA:

m annapartHoe obecrneyeHue,
m NporpamMmHoe obecneyveHune

m obecneyeHne
CBA3N (KOMMYHUKaUUK).

Camu npouenypbl(MexaHNU3Mbl)
3alUKUTbl pas3genstTcs Ha

m 3aLLKNTY JPU3nNYecKoro
2 YPOBHS,

B 3alUUTy nepcoHara
| OpFaHVI3aLI,I/IOHHbII7I YPOBEHb.

X
aLLIM Ta ne pCO\’\aY\




"
Yrpo3a 6e30nacHOCTN KOMNbLIOTEPHON CUCTEMBI - 3TO
noTeHUMansHO BO3MOXHOE npouncllecTBmne (NpegHamepeHHoe Unu
HET), KOTOPOE MOXET OKasaTb HeXxenaTenbHOe BO34ENCTBME Ha camy

CUCTEMY, a Takke Ha MHJopMaLNIO, XPaHALLYHOCA B HEWN.

AHanns yrpo3 npoeefeHHbIX areHTCTBOM HalMoHarbHOW accoumaumen
nHopmaumnoHHom besonacHocTn (National Computer Security
Association) B 1998 r. B CLLA BbisiBMUIT criegyouLyto CTaTUCTUKY:

OcHOBHbIe MHPOPMALMOHHbIE YIPO3bl

M cbon obopynoBaHua
8%

M HeymMmenble Unn HenpasuribHble
aencTensa nepcoHana

_IBpeauTenbckue AencTBus
CODCTBEHHbIX COTPYOHMKOB

LIBHelHWe aTtaku no cetn (MHTepHeT)

M BO3OencTBMNeE KOMIMbOTEPHbLIX BUPYCOB



Buabl HOpMaLMOHHbIX Yrpo3

YenoBek

dusnye ckne CDopc-ma)Koprle obcToATe NECTBA

OTKas 060pyAOBaHUA U BHYTPE HHUX

CUCTE M XXKMU3HE 0becneYyeHus
TexHonorn4yeckme

JokanbHBIA HAapPYLUWTE fib

NMporpammHbIe
(nmornyeckwue)

—— YaneHHbIW HapyLiUTe Nb
MHdbopmMaLnoHHbIe
yrpo3bl

dun3nyeckoe BO3AeNCTBME HA
nepcoHan

Bo3pgencTtBue Ha
nepcoHan
INMcuxomornyeckoe Bo3aecTBue Ha
nepcoHan

OpraHnsauyuoHHbIe

DencrtBua
nepcoHana

HeywmbliLirne HHble AenCTBUA




" B
NMonutnka 6e30NacHOCTU - 3TO KOMMMEKC MEP U aKTUBHbIX
OENCTBMA NO ynpaBneHU0 U COBEPLUEHCTBOBAHUIO CUCTEM
N TEXHOSNOrMnM 6e3onacHoOCTU, BKITHOYast MHPOPMaLMOHHYIO

0e3onacHoOCTb.

3akoHopaTtenbHbIN
YPOBEHb

AAMWHUCTPATUBHLIU
YPOBEHb




"
OpraHusaumoHHasa 3almTa

B OpecaHu3lauyusi pexumMa U OXpaHbl.

B OpeaHu3ayusi pabomsi ¢ compyOdHukamu (nogdbop u paccTaHoBKa
nepcoHana, BKIlo4ad O3HAKOMI1IEHME C COTPYAHMKaAMU, UX U3ydYeHUe,
oby4eHne npaBunam paboTbl ¢ KOHUAEHUMANbHON NHGOPMaLNEN,
O3HaKOMJEHNE C MepaMn OTBETCTBEHHOCTWU 3a HapyLLUeHue npaswus
3awunTbl MHoOpMaumn 1 ap.)

B opeaHu3ayusi pabombi ¢ OKyMeHmMamMu 1 OOKYMEHTUPOBAHHOWM
nHpopmaumen (paspabortka, Ucnosib3oBaHne, y4eT, UCMOSTHEHME,
BO3BpaT, XpaHEHNE N YHUUYTOXEHNE OOKYMEHTOB M HOCUTENEN
KOHpMaeHUnanbHou MHgpopmaumn)

B Op2aHu3ayusi ucrnosib308aHuUsi mexHu4Yeckux cpedcme cbopa,
00paboTkn, HAKONSMEHNST N XpaHEHNST KOHMUAEHUMASTbHOW
NHdopMaLnu;

B opeaHu3ayusi pabombl o aHanu3y eHYMPEHHUX U 8HeWHUX y2po3
KOHJoMAeHUnanboHom mnHdopmaumm 1 BelpaboTke mep no obecnevyeHunto
ee 3alnThbl;

B  OpeaHu3ayusi pabomsl no npoeedeHUrO cucmemMamu4ecKkoao
KOHmMpouJsisi 3a pabomoli nepcoHasia c KoOHpUaeHUnanbLHou
nHpopmMaumen, NOPSaKoM ydeTta, XpaHeHUs U YHUYTOXEHUS
OOKYMEHTOB U TEXHNYECKUX HOCUTENEN.



" I
TexHun4yeckme cpeacrtaa 3alunThl
MHOpMaL N

[1na 3awmTbl nepumeTpa MHPOPMaLMOHHON CUCTEMDI
co3garoTcs:

B CUCTEMbl OXpPaHHOW U NOXapHOW cUrHanunaauum;
m CUCTeMbI LMdpOBOro BMAeO HabnogeHus;
B CUCTEMbI KOHTpOsA 1 ynpaeneHna goctyrnom (CKYL).

3awmTta nHdopMaLnn OT ee YTEYKU TEXHUYECKMMWN KaHanamu
CBSA3M obecrneymBaeTcsl CrieayoLMmm cpeacTeamm v
MEepPONPUATUAMMI:

m ICMOSb30BaHNEM 3KPaHNPOBAHHOTO Kabensa n npoknaaka
NPOBOOOB U Kabernen B 3KpaHUPOBAHHbIX KOHCTPYKLMUSAX;

YCTaAHOBKOW Ha JIMHUAX CBA3WU BbICOKOYACTOTHbLIX (OUSTbTPOB;
NOCTPOEHMNE IKPaAHMPOBAHHbLIX MOMELLEHUN («Kancyny);
MCMNOSIb30BaHNE 3KPaAHUPOBAHHOIO 0OOPYLOBaHUS;
yCTaHOBKa aKTUBHbIX CUCTEM 3aLUyMJIEHUS,

co3gaHue KOHTPOSNTMpPYyEMbIX 30H.



" I
AnnapaTHble cpeacTea 3allUThbl
MHPOPMaLINK

CneuvanbHble perucTpbl Ans XPaHEHUS PEKBU3UTOB 3aLUUTDI:
napornen, uaeHTUPUUMPYoLWMX KogoB, rPrUdoB UNn ypoBHEN
CEKpPETHOCTY;

YcTponcTtea UsMepeHuss nHAMBMAyanbHbIX XapakTePUCTUK

YyerioBeka (roroca, OTne4vyaTtkoB) C LLeSiblo ero
naeHTnduKauum;

Cxembl NpepbiBaHNA Nepeaayn MHOOpMaLUM B NIUHUM CBA3U
C Lenbo Nnepuognvyeckon NpoBepPKU agpeca Bblgayn AaHHbIX.

YcTponcTtea anga WwndpoBaHna MHopmMauunm
(Kpuntorpaduyeckme MeToabl).

Cuctembl 6ecriepebonHOro nMUTaHus:
cTOYHUKN BecnepebonHOro nuTaHus;
Pe3epBupoBaHue Harpysku;

[ eHepaTopbl HAMPSXKEHUS.



"
[lporpamMmmHble cpeacTBa
3aLlUUTbl MHQOPMAaLIUK

Cpegactea 3aWmTbl OT HECaHKUMoHMpoBaHHoro goctyna (HCL):
CpeacTBa aBTopu3aLny;
MaHgaTHoe ynpaBneHue OCTyrnoM;
N3bupatenbHoe ynpaBneHne goCTynom;
YnpaBneHne OOCTyNnoM Ha OCHOBE POnewn;
KypHanupoBaHue (Tak e HasblBaeTca AyauT).

Cucrembl aHanmsa u MmoaenupoBaHns MHPOPMaLMOHHBIX MOTOKOB
(CASE-cuctembl).

CucTtemMbl MOHUTOPUHIa CETEWN:
CucTtembl 0OHapyxeHus 1 npegoTepalleHust BTopxkeHnn (IDS/IPS).

CucteMbl NpeaoTBpaLleHns yTevek KoHpmaeHumManbHOM MHgopMaumm
(DLP-cuctembl).

AHanunsartopbl NPOTOKOOB.
AHTUBMPYCHblIE CpeacTBa.




"
[lporpamMmmHble cpeacTBa
3aLlUUTbl MHQOPMAaLIUK

m MexceTteBble aKpaHbl.
m Kpuntorpadunyeckune cpencrsa:
LLIndopoBaHue;
Lindoposas noanuce.
m Cncrtembl pe3epBHOro KONMmMpoBaHUA.
m Cucrtembl ayTeHTUUKaLNK:
[Maponb;
Kntou goctyna (pnsnyeckuin Unm aneKTPOHHLIW);
CepTtudmkar;
BuomeTpug.
m VIHCTpymMeHTanbHble cpeacTBa aHanmsa CUCTEM 3aLlMUThI:
MOHNTOPWUHIOBLIN NPOrPamMMHbIN MPOAYKT.



" J
BI/I,EI,I:I AHTUBUPYCHbIX NMPOI'PAMM

[eTekTopbl N03BONAT 06HapYyXnBaTb ddannsbl, 3apaxeHHble OAHUM U3
HECKOJTbKNX U3BECTHbIX BUPYCOB. HEKOTOpbIE NMpOorpamMmmMbl-4E€TEKTOPbI TAKKe
BbINOMHAKT 3BPUCTUYECKNIN aHaNn3 dannoB U CUCTEMHbIX obnacTen
OMCKOB, YTO 4YacTo (HO OTHIOOb HE BCerga) Nno3BosnigeT obHapyXmMBaTb
HOBblE€, HE U3BECTHbLIE NpPOrpamMme-geTekTopy, BUPYChHI.

m OUNbTpbI - 3TO PE3NAEHTHbIE NPOrPaMMbl, KOTOPbLIE OMOBELLAKT
Nonb3oBaTens 0 BCeX NonbITKax Kakon-nmbo nporpaMmbl 3anncatbcsl Ha
ONCK, a YK Tem bonee oTpopmMaTMpoBaTh €ro, a Takke 0 ApYyrmx
Noa03pUTENbHbLIX JENCTBUSIX.

m [lporpamMmmbl-O0KTOpa UK ddarn He TOSTIbKO HaXo4AT 3apaXXeHHble BUpycamMmu
doaunnebl, HO N «nevart» ux, T.e. yaansaT U3 dpanna Teno nporpamMmmbl-
BMpYyca, Bo3BpaLlas dpansbl B UCXO4HOE COCTOSHUE.

m PeBu30pbl 3anoMMHaKOT CBEAEHUA O COCTOAHUN 0anioB 1 CUCTEMHbIX
obnacteun OUCKOB, a NpU NOCNeayrLWMX 3anyckax — CpaBHUBAIOT UX
COCTOSIHUE UcxoaHbIM. [pn BbISBNEHUN HECOOTBETCTBUIMN 00 3TOM
coobLlaeTcs nonb3oBaTento.

m  CTopoxa nnn dunbTpbl pacnonararTcs pe3auaeHTHO B ornepaTUBHOMN
namMsaTU KOMMNbOTEPA U NMPOBEPSIOT HA HanNM4ne BUpPYCcOoB 3aryckaemMble
doannbl U BcTaBnaemole USB-Hakonutenu.

m [Iporpammbl-BakLMHbI AN UMMYHU3ATOPbI MOANDULMPYIOT NPOrpaMmmbl 1
ONCKM Taknm obpa3oM, YTO 3TO He oTpaXkaeTcs Ha paboTe nporpamm, HO
TOT BUPYC, OT KOTOPOro NPOM3BOAUTCS BaKLUMHALMS, CYMTAET 3TU
NporpamMMbl NN OUCKN yXKe 3apakeHHbIMM.




" S
HepoctaTkm aHTUBUPYCHBIX
nporpamMmm

Hu ogHa 13 cywecTBYOLNX aHTUBUPYCHBIX TEXHOITOMMA HE MOXET
obGecneynTb MONHOM 3aLLUNTbl OT BUPYCOB.

AHTMBMpPYCHasa nporpammMa 3abmpaeT YacTb BblYUCIUTENbHbIX
PECYpPCOB CUCTEMbI, Harpy»as LeHTpanbHbIN MPOLIECCOP M XKECTKUI OUCK.
OcobeHHO 3TO MOXET BbITb 3aMETHO Ha crabblX KOMMbIOTEPAX.

AHTUBUPYCHbIE NPOrpaMmmbl MOTYT BUOETb Yrpo3y TaMm, rae eé HeT (NoXHble
cpabaTbiBaHuA).

AHTMBUPYCHbIE NPOrpamMmmbl 3arpyxatotT obHoBneHus n3 VIHtepHeTta, Tem
caMbIM pacxoays TpaduK.

PasnunyHble meToabl LWNpoBaHUA N YNakoBKN BPe4OHOCHbLIX NporpamMm
OenaT gaxe U3BECTHbIE BUPYChbl HE OBHapYyXMBaeMbIMN aHTUBUPYCHbIM
nporpamMmHbiM obecneyeHnem. [1ns obHapyXeHUs1 3TUxX
«3aMacKMpOBaHHbIX» BUPYCOB TPeOYETCSA MOLLHLIM MEXaHU3M pPacnakOBKMY,
KOTOPbIN MOXET aelwundpoBaTb dpannel nepeq nx nposepkon. OgHako BO
MHOIMMX aHTUBUPYCHbIX NporpaMmmMmax 3Ta BO3MOXHOCTb OTCYTCTBYET U, B
CBSI31 C 3TUM, YaCTO HEBO3MOXHO OOHAPYXUTb 3alUMdpPoBaHHbIE BUPYCHI. &



"
[loHATMEe KOMNbLIOTEPHOro BUpYyca

KomnbromepHbIU supyc — 370
cneunanbHasa nporpamMmma, HaHocsLlas
3aBeOMbIN Bpe KOMMbIOTEPY, Ha
KOTOPOM OHa 3anyckaeTcs Ha

BbllMOJIHEHUE, UITN OAPYTM KOMIbOTEPAM B
ceTn.

OCHOBHON (PYHKLMEWN BUpYCa SBMAETCA €ro
Pa3MHOXeHNe.



"
Knaccugukauma KOMNbOTEPHbIX
BUPYCOB

no cpene ooutTaHusA;

Nno onepaumMoHHbIM CUCTEMaM;

Nno anroputmy padoTbl;

No AECTPYKTUBHLIM BO3MOXHOCTAM.



1) Mo cpepe obuTaHus

daunosenie

eupychbl
HaHocAT Bpen
doannam.
Co3spatoT
dpann-4BONHUK
C UMEHEM
opurnHana.

3a2py304YHbie

eupychl
BHEOPAIOTCS B
3arpy304HbIN
CEKTOp Aucka.
OnepauunoHHas
cuctema npu
3TOM
3arpy>xaercs ¢
owmbKkamm v
cbosimu

Makpo-

eupychl
«lopTtat»
OOKYMEHTD
Word, Excel un
APYrnx
NpuKNagHbIX
nporpamm
ornepaunoHHOW
CUCTEMBbI
Windows.

Cemeenbie

eupychl
PacnpocTtpaHs
IOTCA MO
Internet yepes
9NTEKTPOHHbIE
nMcbma nnu
nocne
noceLleHus
COMHUTENbHbIX
CaunToB.



" I
2) No onepauyMOHHbLIM CUCTEMaM

[1na kaxgon onepaunoHHOM CUCTEMbI CO34at0TCH
CBOM BUPYChbI, KOTOPbIE ByayT «paboTaTb»
TONbKO B HEW. HO CyLLECTBYIOT N YHMUBEPCAalbHLIE
BUPYCbI, KOTOPbl€ CNOCODOHbLI BHEAPATHLCA B
pa3nn4yHble onepaumoHHbIE CUCTEMBI.



3) Mo anroputmy paboTbi

Pe3udeHm-
HoCcmb
Bupyceil,
obnapatowime
STUM
CBOVCTBOM
OencTByIOT
NOCTOSAHHO
noka
KOMMNbOTEP
BKITHOYEH.

Camowugppo
eaHue u
noJsiuMop-
usm

Bupychbl-
NONMUMOPAIUNKM
N3MEHSIOT
CBOW Kof, Unwu
Teno npor-
paMMbl, YTO UX

TPYAQHO
OBDHapPYXUTb.

Cmernc-

arcopumm
Bupychbl-
HEBUONMKM
«NPAYYTCA» B
ornepaTruBHOW
NamMATn U
aHTMBMPYCHas
nporpaMmma mx
HE MOXET
OBHapPYXUTb.

HecmakH-
dapmHsbie

npuemsbl
[TpyHUMNManb
HO HOBbIE
METOAb
BO3ENCTBUA
BMpYyCca Ha
KOMMbIOTEP.



" S
4) INo pecCTPyKTUBHbLIM

\\

BO3MOXHOCTAHAM
/ /
be3spe0- HeonacHble
Hble HaHOCAT

He HaHOoCAT MoOpanbHbIN
HMKAaKOro yLepo
Bpena Hu NnonbL30Barento
nonb3osare-  Bbi3biBatoT
M0, HK BMU3YyanbHblE
KOMMblOTEPY,  rpaduyeckue
HO 3aHUMaloT WN 3BYKOBbIE
MECTO Ha 9P PEKTHI.
XKECTKOM

auckKe.

OnacHble
YHUYTOXAIOT
NHopMaLnto
B dpannax.
«lopTtaT»
doanrnbl,
AenarT nx
HEeCYNTbIBa-
eMbiMn N T.4.

OyeHb

ornacHsbIe
cObmBaloT npouecc
3arpy3ku OC,
nocne 4ero
TpebyeTcs ee
nepeycTaHoOBKa;
NI «NOPTAT»
BUHYECTEP, YTO
ero Tpebyercs
doopmartupoBartb



BpeOoHoCHbIE ripogpamMmbi

TposiHCKuUU KOHb - 3TO nporpaMmma, cogepxatlas B cebe HeKOTopyto
paspyLiaroLyo yHKUUIO, KOTopas akTMBU3UPYETCHA Npu HacTyrnfieHnu
HEeKOTOpOro YCrnoBus cpabaTbiBaHWs. OBbIYHO Takve NporpaMMbl
MaCKMPYIOTCA NOA Kakne-HUObyab nonesHble yTunutel. Bugbl 4eCTPYKTUBHbIX
OENCTBUMN:

YHu4TOXeHne nHdopmaumm. (KOHKpeTHbIN BbIOOP 0OBEKTOB U CNOCOB0B YHUYTOXEHMUS
3aBUCUT TOSBbKO OT dbaHTa3um aBTopa Takou nporpaMmmMbl 1 Bo3MoxxHocTen OC. 3T1a
dyHKUMS aBnseTca obLuen Ana TPOSIHCKMX KOHEN U 3aKnagok).

MepexsaT n nepegada nHbopmauun. (Nnaponen, Habmpaemblx Ha KnasuaTtype).
LleneHanpaBneHHOE N3MEHEHUE MpOorpamMmbl.

HepesiMu Ha3bIBalOT BUPYChLI, KOTOPbIE PacnpOCTPaHAKTCA No rrnodanbHbIM
ceTsaM, nopaxkasi Lefnble CUCTEMbI, @ HE OTAENbHbIE NPOrpaMmMbl. ITO caMbin
ornacHbIN BN BUPYCOB, TaK Kak 00 bekTamMu HanageHusi B 9TOM criyyae
CTaHOBATCSH MHAOPMALMOHHbIE CUCTEMBI FOCYyaapcTBEHHOro MmacwTaba. C
nosierieHMeM rnobanbHom ceTn Internet 3ToT BMA, HapyLeHUs Be3onacHoCTH
npencrtaBnsgeT HanbonbLYo Yyrpo3y, T.K. eMy B NOOON MOMEHT MOXET
NoABEPrHYTLCS NTIOOON N3 KOMMbIOTEPOB, NOAKMHOYEHHbBIX K 3TOW CETH.
OcHoBHaga yHKUNSA BUPYCOB AaHHOro Tuna — B3fIOM aTakyeMOW CUCTEMBI,
T.€. NPEeoJOosIEHME 3aLLUUTbLI C LENbIO HapyLLeHa 6e30NacHOCTU U
LLeNOCTHOCTW.




® uaeHtTndunkauma — 3To HasblBaHUE
nuuom cebs cucteme;

m ayTeHTUMKauumua — 3TO YCTaHOBNEHUE
COOTBETCTBMUA NMuUa Ha3BaHHOMY UM
naeHTnmnKkaTopy,;

m aBTOpU3aLUUA — NpeaocTaBlieHne 3TOMYy
nmuy BO3MOXHOCTEN B COOTBETCTBUE C
NONOXEHHbIMKU eMy NpaBamMun Unu
NpoBEpPKa Hannyns rnpas Npuv NonbITKe
BbIMOSIHUTb Kakoe-nnbo gencreune







